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Abstract: Aiming at the problem that it is hard for security defense strategies in cloud native to guarantee the quality of
service under dynamic requests, a multidimensional dynamic defense strategy for microservice based on deep reinforce-
ment learning, named D2RA strategy, was proposed to provide dynamic configuration schemes that ensure security de-
fense performance and quality of service for microservices under dynamical requests. Firstly, based on the characteristics
of multiple replicas and invocation chains of microservices, a microservices state graph was established to depict the
maps between requests, system configuration and security performance, quality of service, and resource overhead of mi-
croservices. Secondly, the D2RA framework was designed and a dynamic strategy optimization algorithm based on deep
Q-network was proposed for microservices to provide fast and optimal system configurations update scheme under dy-
namic requests. The simulation results show that D2RA effectively allocate resources under dynamic requests, and
achieve 19.07% more defense effectiveness and 42.31% higher quality of service as compared to the existing methods.
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THPCERAE MBS s, ELYE (5 PSR 00 R B 465 H
T BATIH VRS R SR, RE T DO AT
e A T o5 S AT S YRS . Bk YR, TG
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t A=+

b, e oRTES %, BISERG R R 0 AR
Z5 BT — IR PHAT I e SR B RIS 1]
3.2 ETF DOQN HshASRES R EE

ARSI TR T % 2] 592 S 5 A IR TE Q I
%105t 1) HEATSR AR, $2HH DQN-DSO %i%. DQN
Wit Q MR TR FIIBHEME, B LS
Q ¥ AFIERAPIRE-IMET M5 R M Q RIBE
)i o B e, AR D /R A] SR R SRR (MDP, Markov
decision process) 1T
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Ao 49 202G H0 25 2 2(12) 29 )R R ) &
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=1 EZNENENE X
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TRAREEAT IH— AR, BLORAIE S48 450t H AR i
SRR A1 dRJa, AR 8 xR 17 7L ) =
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BH
0 =03 (iJ +w,Y, (LJ + 0,4 [LJ (16)
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H, o o,v o, NTEFRFIBERE, 3. 4.
Sjji‘a*TE’JEl*%lZliﬁI 0 S i BUS IR IS
penalty # = (12) 29 RS ATF NI B R B0 . 25
B, iR RR N
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BT ik MDP A, ARSCH) Q M T %R
LR 2% (CNN, convolutional neural network )
L3 x ] HPIRAS(E B, HE @ 2B M 450 CNN
()% HH ke B B B B A 2 TR

FEN G 72 h R AR IR R B Be, DQN R 45
O(s,a,0) Mkttt Q EMfE, FET “e-TAER
W& KHEFE AT RIIE, BILL 1-e BIMERIERE Y
HPRET Q EMAMER KIMEIE, Lhe FIMEZRBEL
B BEAENGRBIHAT, e Me,, JFR, 70 M 3
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FEYIZRAT R I 2 AR R St B, U145k
JE AT DN AR A 2R S 2 5. Ak, ik
AR Z, DQN A HZA 5 H0h D f G A
(s,a,r,s') o 24D PREABEILFIHAL I E KRG,
DQN Ha61%k Q M4, [ Rt Bk fli ot
RESEMEASTE, BB/ MERZE KL
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b, y(s, @) IRGIEN R 24 I 20 AW aS (s, @) A0
O(s',a',07) MZAGTHAOT — I ZI RO A E A AR, B

y(s,a)=r(s,a)+ymaxQ(s',a',0’) (19)

ok, p AT 2GS AR T O(s.a,07)
5 0(s,a,0) SHARIRIAG FL bR Q % . SLEREEA C
VAT — KRS B T 0 0, SLH 19l 5
BT Q MZ B, il ZiTET Q
L R, AR R

A P 3 7 M [ o - 6 O 7
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1) VHEHAERFREEMNIX D ,Q M350,
Hir Q M%ZS%0 , MEEHLKL,

eg,.
2) for episode in STEP
3)  BENVARGUIRSSWIGRTCE (N, T, }
4) for Ale® do
5) BT FE 1RSSR ,
6) while {0N,0T} A 2 X (12)29H do
7) A RAS s, ={N,, T, A}
8) g < g —mmx ~ Emin
M
9) if e<eg,,, do
10) g€,
11) end if
12) if random(0,1) < edo
13) BB BT 4, < 4
14) else do
15) a, <—rnng(s',a',0’)
16) end if
17) HATENE o, 35 F— R s,
18) EFRA7) I E R
19) BFEAR <s,,a,r,s,,, >FFAND
20) if [D|>batch do
21) M D HREE batch MREA, SET
KA FIRERKEL I, (0) » TEH]
BEE BRI H 0
22) end if
23) if [D|%L==0 do
24) 0«0
25) end if

* 58 W oE ¥ Wk a4 5
1 26)  end while
0.8 27)  end for
28) end for
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T Pytorch 1.12.1 SE8L, &5 RAH Python 3.9. #
LMK PR 4 CNN M E B,
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